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1. ŊċŔŰƚƣШĲŰƣƖŸƓǃв



Atbash cipher
џ ŰĬЮċŉƣĲƖЮċũũЮŸŉЮƣőĲůеЮƣőĲЮťŔŰŊЮŸŉЮ
SheshakƽŔũũЮĬƖŔŰťЮŔƣЮƣŸŸдѠ

(Book of Jeremiah, 25:26)

џ7ĲőŸũĬеЮfЮƽŔũũЮƖċŔƚĲЮƨƓЮċŊċŔŰƚƣЮ
Babylon, and against the inhabitants 
of Lev-kamaiеЮċЮĬĲƚƣƖŸǃŔŰŊЮƽŔŰĬдѠ

(Book of Jeremiah, 51:1)



Sheshak
shin-shin-kaf
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• ȡᴚ ᴼᴚ

ὼm ςσ ὼάέὨςς

Sheshak
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• ȡᴚ ᴼᴚ

ὼm ςσ ὼάέὨςς

Sheshak
shin-shin-kaf bet-bet-lamed

•

Atbash cipher
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A Z

B Y

C X

Babylon



Caesar cipher

message: ATTACKATDAWN

key: C

ciphertext: DWWDFNDWGDZQ
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E E



Caesar cipher

message: ATTACKATDAWN

key: C

ciphertext: DWWDFNDWGDZQ

• ȡᴚ ᴼᴚ

ὼm ὼ ὯάέὨςφ
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E E



Caesar cipher

message: ATTACKATDAWN

key: C

ciphertext: DWWDFNDWGDZQ

A A

B B

C C

D D

E E

• ȡᴚ ᴼᴚ

ὼm ὼ ὯάέὨςφ

Ὄὑ

ᶰ

ὖὯẗÌÏÇὖὯ

Ὄ ḗτȢχ



Vigenerecipher

message: ATTACKATDAWN

key: keykeykeykey

ciphertext: KXRKGIKXBKAL

Ὧ ὯȟȣȟὯ

Ὄ ḗτȢχẗὸ

• ȡᴚ ᴼᴚ

ὼm ὼ Ὧ άέὨςφ
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Vigenerecipher

message: ATTACKATDAWN

key: keykey key key

ciphertext: KXRKGI KXBKAL

• ȡᴚ ᴼᴚ

ὼm ὼ Ὧ άέὨςφ

Ὧ ὯȟȣȟὯ

Ὄ ḗτȢχẗὸ

COMPLETE VICTORY

MANCHESTER BLUFF

COME RETRIBUTION

statistical attacks

key reuse, simple keys



Vigenerecipher

message: ATTACKATDAWN

key: keykeykeykey

ciphertext : KXRKGIKXBKAL

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

B C D E F G H I J K L M N O P Q R S T U V W X Y Z A

C D E F G H I J K L M N O P Q R S T U V W X Y Z A B

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

E F G H I J K L M N O P Q R S T U V W X Y Z A B C D

F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

G H I J K L M N O P Q R S T U V W X Y Z A B C D E F

H I J K L M N O P Q R S T U V W X Y Z A B C D E F G

I J K L M N O P Q R S T U V W X Y Z A B C D E F G H

J K L M N O P Q R S T U V W X Y Z A B C D E F G H I

K L M N O P Q R S T U V W X Y Z A B C D E F G H I J

L M N O P Q R S T U V W X Y Z A B C D E F G H I J K

M N O P Q R S T U V W X Y Z A B C D E F G H I J K L

N O P Q R S T U V W X Y Z A B C D E F G H I J K L M

O P Q R S T U V W X Y Z A B C D E F G H I J K L M N

P Q R S T U V W X Y Z A B C D E F G H I J K L M N O

Q R S T U V W X Y Z A B C D E F G H I J K L M N O P

R S T U V W X Y Z A B C D E F G H I J K L M N O P S

S T U V W X Y Z A B C D E F G H I J K L M N O P Q R

T U V W X Y Z A B C D E F G H I J K L M N O P Q R S

U V W X Y Z A B C D E F G H I J K L M N O P Q R S T

V W X Y Z A B C D E F G H I J K L M N O P Q R S T U

W X Y Z A B C D E F G H I J K L M N O P Q R S T U V

X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

Y Z A B C D E F G H I J K L M N O P Q R S T U V W X

Z A B C D E F G H I J K L M N O P Q R S T U V W X Y

statistical attacks

key reuse, simple keys

complex

Ὧ ὯȟȣȟὯ

Ὄ ḗτȢχẗὸ



Vernam cipher

message: ATTACKATDAWN

key: aezklwgrmali

ciphertext: AXSKNGGKPOHV

• ȡᴚ ᴼᴚ

ὼᵐ ὼ Ὧ άέὨςφ

Ὧ ὯȟȣȟὯ

Ὄ ḗτȢχẗὲ



Vernam cipher

message: ATTACKATDAWN

key: aezklwgrmali

ciphertext: AXSKNGGKPOHV

If Ὧis uniformly distributed and independent on άthis cipher is perfect, i.e.

ὖὓ ά ὅ ὧ ὖὓ ά

• ȡᴚ ᴼᴚ

ὼᵐ ὼ Ὧ άέὨςφ

Ὧ ὯȟȣȟὯ

Ὄ ḗτȢχẗὲ



Vernam cipher

message: ATTACKATDAWN

key: aezklwgrmali

ciphertext : KXRKGIKXBYAL

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

B C D E F G H I J K L M N O P Q R S T U V W X Y Z A

C D E F G H I J K L M N O P Q R S T U V W X Y Z A B

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

E F G H I J K L M N O P Q R S T U V W X Y Z A B C D

F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

G H I J K L M N O P Q R S T U V W X Y Z A B C D E F

H I J K L M N O P Q R S T U V W X Y Z A B C D E F G

I J K L M N O P Q R S T U V W X Y Z A B C D E F G H

J K L M N O P Q R S T U V W X Y Z A B C D E F G H I

K L M N O P Q R S T U V W X Y Z A B C D E F G H I J

L M N O P Q R S T U V W X Y Z A B C D E F G H I J K

M N O P Q R S T U V W X Y Z A B C D E F G H I J K L

N O P Q R S T U V W X Y Z A B C D E F G H I J K L M

O P Q R S T U V W X Y Z A B C D E F G H I J K L M N

P Q R S T U V W X Y Z A B C D E F G H I J K L M N O

Q R S T U V W X Y Z A B C D E F G H I J K L M N O P

R S T U V W X Y Z A B C D E F G H I J K L M N O P S

S T U V W X Y Z A B C D E F G H I J K L M N O P Q R

T U V W X Y Z A B C D E F G H I J K L M N O P Q R S

U V W X Y Z A B C D E F G H I J K L M N O P Q R S T

V W X Y Z A B C D E F G H I J K L M N O P Q R S T U

W X Y Z A B C D E F G H I J K L M N O P Q R S T U V

X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

Y Z A B C D E F G H I J K L M N O P Q R S T U V W X

Z A B C D E F G H I J K L M N O P Q R S T U V W X Y



Nomenclators



Nomenclators



Nomenclators



Nomenclators

¯çĉ ĳÀĂġĜ ĕ×Ęá×Íġ Íêĕç×ĘĜů

ůĳêġç Íĉāĕû×ĸ ĉĕ×ĘÀġêĉĂĜŲ 



Take aways

Humans hate complex ciphers

Short keys break

Bad cryptography causes headaches/beheadings



1. ŊċŔŰƚƣШĲŰƣƖŸƓǃв

2.~ċĦőŔŰĲƚШƣőĲůƚĲũƻĲƚв



Enigma cipher machine

Ὄ φυÏÒφχ



Enigma cipher machine

Ὄ φυÏÒφχ



Enigma cipher machine

Ὄ φυÏÒφχ



Enigma cipher machine

Ὄ φυÏÒφχ



Enigma cipher machine

Ὄ φυÏÒφχ



AES cipher

ρπ(or ρςor ρτ)

Ὄ ρςψÏÒρωςÏÒςυφ

Confusion : each output character should 
depend on the key in a complex way.

Diffusion : each input character should 
influence many characters of the output, its 
statistical structure is dissipated.



Good news

me my laptop

Vigenere 15 minutes 0.00001 seconds

AES-128 6 to 8 hours 0.00015 seconds

* benchmark on 128 characters



Bad news



New fronteers

џWe stand today on the brink of a 
revolution in cryptography. The 
development of cheap digital 
hardware has freed it from the design 
limitations of mechanical computing 
явѐЮШ ƣШƣőĲШƚċůĲШƣŔůĲЯШƣőĲŸƖĲƣŔĦċũШ
ĬĲƻĲũŸƓůĲŰƣƚШявѐШƚőŸƽШƓƖŸůŔƚĲШŸŉШ
providing provably secure 
cryptosystems, changing this ancient 
art into a science.Ѡ

(W. Diffie, M. Hellman)



New fronteers 1: paradigms



- Block ciphers
- Hash functions
- Stream ciphers
- Signature schemes
- Zero knowledge proofs
- Key encapsulation mechanisms
- в

New fronteers1: paradigms



New fronteers: 2, security



New fronteers: 2, security

design 

computational 
problem 







source receiver
channel

0100 0110 0110

Interlude: coding theory



source receiver
channel

encoder decoder

0100 01000100 110 0110110

ὃ alphabet
Ὧ input length
ὲ code length

Interlude: coding theory



џċƖŸƨŰĬЮŸŰĲЮĲƖƖŸƖЮƓĲƖЮůŸŰƣőЮƓĲƖЮΥΨΩMiB of 
Å ~ЮŸŰЮċЮĬĲƚťƣŸƓЮĦŸůƓƨƣĲƖѠ
(IBM, 1996)

Interlude: coding theory



0 0000 000

1 0001 011

2 0010 101

3 0011 110

4 0100 110

5 0101 101

6 0110 011

7 0111 000

8 1000 111

9 1001 100

10 1010 010

11 1011 001

12 1100 001

13 1101 010

14 1110 100

15 1111 111

ὴ Ὠ Ὠ Ὠ
ὴ Ὠ Ὠ Ὠ
ὴ Ὠ Ὠ Ὠ

▀

▀

▀▀

▬

▬ ▬

Interlude: coding theory
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Interlude: coding theory

Me, decoding My laptop, decoding



Take aways

New directions: paradigms, security

Ciphers are now tailored for machines

9ƖǃƓƣŸŊƖċƓőǃШӁШĦŸĬŔŰŊШƣőĲŸƖǃ

Mathematics is not stressful at all Encrypting (Dec. 2025) Decoding (Feb. 2026)



1. ŊċŔŰƚƣШĲŰƣƖŸƓǃв

2.~ċĦőŔŰĲƚШƣőĲůƚĲũƻĲƚв

3. Contend in vain?



Human error: Enigma

Simple keys

AAA, ABC, CIL



Human error: Enigma

Simple keys

Repeated messages

«Wetter für die Nacht..»



Human error: Enigma

Simple keys

Repeated messages

Short messages



Human error: Enigma

Simple keys

Repeated messages

Short messages

Reflector (!)



Human error: Sony PS3

signature ί
public key ὴὯ

secret key ίὯ



Human error: Sony PS3

C5 B2 BF A1 A4 13 DD 16 F2 6D 

31 C0 F2 ED 47 20 DC FB 06 70

secret key ίὯ



Government Backdoors 101

What? 
Any method to bypass security layers



Government Backdoors 101

The four horsemen of infocalypse: drug-dealers, 
money-launderers, terrorists, and pedophiles.

What? 
Any method to bypass security layers

Why?
National security, law enforcement
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Government Backdoors 101

The four horsemen of infocalypse: drug-dealers, 
money-launderers, terrorists, and pedophiles.

What? 
Any method to bypass security layers

Why?
National security, law enforcement

Are they ethical?
Who knows, probably not much

Are they safe?
No



Government Backdoors 101

This will try to be as objective as possible.
ÉƣŔũũЯШŔƣќƚШőċƖĬШƣŸШĤĲШŸĤŢĲĦƣŔƻĲШƽőĲŰШ É ШƚũŔĬĲƚШũŸŸťШũŔťĲШƣőŔƚЮ



Backdoors: Operation Rubicon

1951: Boris Hagelin meets NSA
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Backdoors: Operation Rubicon

1951: Boris Hagelin meets NSA
1952: Boris Hagelin founds CryptoAG



Backdoors: Operation Rubicon

1951: Boris Hagelin meets NSA
1952: Boris Hagelin founds CryptoAG

1970: CIA & BND buy CryptoAGvia shell companies

CIA + Bundesnachrichtendienst 



Backdoors: Operation Rubicon

1951: Boris Hagelin meets NSA
1952: Boris Hagelin founds CryptoAG

1970: CIA & BND buy CryptoAGvia shell companies


