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cryptography



Cryptograpiy??

Cryptography Making ciphers
Cryptanalysis Breaking ciphers

Cryptology Making & breaking ciphers
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Atbash cipher

u UT KOEc naldl KO¢ G G KOY n HOq]
Sheshaks RG G KOl | RUt FOR q HOq]
(Book of Jeremiah, 25:26)

u71IJ6Y0T etOf KOs RGO ¢ R
Babylon, and against the inhabitants
of Lev-kamaie tO¢ 1Ol 13t ql Y! RU

(Book of Jeremiah, 51:1)




Atbash cipher
u UT KOEc naldl KO¢ G G KOY n HOq]
Sheshaks RG G KOl | RUt FOR q HOq]
(Book of Jeremiah, 25:26)

Sheshak
shin-shin-kaf



Atbash cipher

u UT KOEc naldl KO¢ G G KOY n HOq]
Sheshaks RG G KOl | RUt FOR q HOq]
(Book of Jeremiah, 25:26)

Sheshak
shin-shin-kaf bet-bet-lamed
22 21 20 19 18 17 16 15 14 13 11 10 g9 3 & 4 3 2 1
nwwvxayvnan’DnT1WTJ:N
. da O o A—— 7
OMm (o Wa€Qc B——> Y



Atbash cipher

u UT KOEc naldl KO¢ G G KOY n HOq]
Sheshaks RG G KOl | RUt FOR q HOq]
(Book of Jeremiah, 25:26)

Sheshak Babylon
shin-shin-kaf bet-bet-lamed
22 21 20 19 18 17 16 15 14 13 11 10 g9 3 & 4 3 2 1
ﬂw17XQvDJD53’DnT1WTJJN
° do}j O ba | A—— 7
OMm (o Wa€Qc B——> Y

C—X



Caesarcipher

message: ATTACKATDAWN
key: C
ciphertext: DWWDFNDWGDZQ

A
B
C
D
E

/4




Caesar cipgher

. du ©O u

om ( Qaé Qo

message: ATTACKATDAWN
key: C
ciphertext: DWWDFNDWGDZQ

A
B
C
D
E

/4




o doa

message:
key:
ciphertext:

Oy
oM ( Qaé Qo

ATTACKATDAWN
C
DWWDFNDWGDZQ

A
B
C
D
E

/4



Vigenerecipher

Q QB hQ . du ©O v

0 & Ty io oM (0w Q )A€ Qo
message: ATTACKATDAWN
key: keykeykeykey
ciphertext: KXRKGIKXBKAL




Vigenerecipher

A statistical attacks

d

Oy

om @ Q  )aéQo

message.

key:

ciphertext:

0.14 4

0.12 4

0.1+

Relative frequency

0.04 4

0.02 4

0.08 4

0.06 4

TTACKATDAWN

Eyceyreyrey
XR<GI KXBKAL

aaaaaa



Vigenerecipher

A statistical attacks
A key reuse, simple keys

. du ©O u

om @ Q  )aéQo

message: TTACKATDAWN

key: ey keykeykey

ciphertext: XR<GI KXB<AL
COMPLETE VICTORY

MANCHESTER BLUFF
COME RETRIBUTION



Vigenerecipher

statistical attacks

A key reuse, simple keys

complex
message: ATTACKATDAWN
key: keykeykeykey
ciphertext : KXRKGIKXBKAL

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
I IKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHIJ
LMNOPQRSTUVWXYZABCDEFGHIJK
MNOPQRSTUVWXYZABCDEFGHIJKL
NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
POQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOP
RSTUVWXYZABCDEFGHIJKLMNOPS
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOPQRST
VWXYZABCDEFGHIJKLMNOPQRSTU
WXYZABCDEFGHIJKLMNOPQRSTUYV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY



Vernam cipher

Q QM RQ . dy  ©

0 & Tyite oM (0w Q )A€ Q@
message: ATTACKATDAWN
key: aezklwgrmali

ciphertext: AXSKNGGKPOHYV



Vernam cipher

Q QB hQ . da ©O d

0 & Tyite Oom (0w Q )A€ Q@
message: ATTACKATDAWN
key: aezklwgrmali
ciphertext: AXSKNGGKPOHYV

If ‘Qis uniformly distributed and independent ond this cipher is perfect, i.e.

~ ~

ofb a6 w 00O «a



_ ABCDEFGHIJKLMNOPQRSTUVWXYZ
Vernam C|pher BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC

EFGHIJKLMNOPQRSTUVW X YZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
I JKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGH|
KLMNOPQRSTUVWXYZABCDEFGHIJ
a5 . LMNOPQRSTUVWXYZABCDEFGHIJK
# Wheredid that bring you? Back to me MNOPQRSTUVWXYZABCDEFGHIJKL
' NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
PQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOP
RSTUVWXYZABCDEFGHIJKLMNOPS
STUVWXYZABCDEFGHIJKLMNOPQR

TBEEEEE ATTACKATDAWN TUVWXYZABCDEFGHIJKLMNOPQRS
key: aezklwgrmali UVWXYZABCDEFGHIJKLMNOPQRST
ciphertext : KXRKGIKXBYAL VWXYZABCDEFGHIJKLMNOPQRSTU

WXYZABCDEFGHIJKLMNOPQRSTUYV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY



Nomenclators

abcdefghiklmnoop rstuxyz
of\#oar-foolIdrll FVEmiAECTEY

Nulles #f.—.— . d. Dowbleth &

and for with that if but where as of the from by

-

SIEPIRAPE RN S IR IR

so not when there this in wich 1s what say me my wyrt

ol et e f X% B Ml B0 9
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send Ife receave bearer [ pray you Mte your name myne

Tfi T 1l -=X = 55




Nomenclators

Sstu=xyz
AECT789

&

h i 1 n opq
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Nulles ;'F R g O d. . Dowbleth &~

‘and for with that if but where as of the from by

i med S o e Bl aes 3 oo B G

so not when there this in wich 1s what say me my

Koot Mg £ %% BM B (L. g

send Ife receave bearer [ pray you Mte your name myne
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Nomenclators




Take ;aways

Bad cryptography causes headaches/beheadings
Short keys break

Humans hate complex ciphers
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Enigmacciphemmachine
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Enigmacciphemmachine
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Enigmacciphemnmachine
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Byte Sub

Shift Row

Mix Column

Add
Round
Key

. each output character should
depend on the key in a complex way.

p T6or pg or pt)

O

Diffusion : each input character should
Influence many characters of the output, its
statistical structure is dissipated.

PCIPO wk Qu @



Good mews

Vigenere
AES128

me my laptop
15 minutes 0.00001 seconds
6 to 8 hours 0.00015 seconds

* benchmark on 128 characters



Bad mews




New fronteers

644 IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. IT 22, NO. 6, NOVEMBER 1976

New Directions in Cryptography

Invited Paper

WHITFIELD DIFFIE anD MARTIN E. HEL.LMAN, MEMBER, IEEE

Abstract—Two kinds of contemporary developments in cryp-
tography are examined. Widening applications of teleprocessing
have given rise to a need for new types of cryptographic systems,
which minimize the need for secuve key distribution channels and
supply the equivalent of a written signature. This paper suggests
ways to solve these currently open problems. It also discusses how
the theories of communication and computation are beginning to
provide the tools to solve cryptographic problems of long stand-
ing.

I. INTRODUCTION

Y A7 ESTAND TODAY on the brink of a revolution in

The best known cryptographic problem is that of pri-
vacy: preventing the unauthorized extraction of informa-
tion from communications over an insecure channel. In
order to use cryptography to insure privacy, however, it is
currently necessary for the communicating parties to share
a key which is known to no one else. This is done by send-
ing the key in advance over some secure channel such as
private courier or registered mail. A private conversation
between two people with no prior acquaintance is a com-
mon occurrence in business, however, and it is unrealistic
to expect initial business contacts to be postponed long
enough for keys to be transmitted by some physical means,
The cost and delav imposed by this key distribution

LIWe stand today on the brink of a

revolution in cryptography. The
development of cheap digital

hardware has freed it from the design
limitations of mechanical computing
aBeéloW qlgddwt ¢adlWgqRG
T J200YGGWUU0qt WaselWt 6V
providing provably secure

cryptosystems, changing this ancient

art into a scienceCO

(W. Diffie, M. Hellman)




New fronteers 1: paradigms

PRIVATE KEY

*H

a very large avery large
secret prime secret prime
number number

)

PUBLIC KEY

#

the product of those
two very large prime
numbers used to make
the private key, which
is very, very hard to
reverse back

)




New fronteers1i: pparacigms

- Block ciphers

- Hash functions

- Stream ciphers

- Signature schemes

- Zero knowledge proofs

- Key encapsulation mechanisms
- B




New fronteers: 2, seaufity




New fronteers: 2, secufity
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Interlude: codingttheony

channel

,

0100 0110 0110




Interlude: codingttheony

0100 0100 110 0110110
0 alphabet
Q input length

€ code length



Interlude: codingttheony

B Hackaday

Cosmic Ray Flips Bit, Assists Mario 64 Speedrunner

The leading theory is that this bit flip was caused by a cosmic ray event, though the
likelihood of such an event is exceedingly rare. It's...

17 fe

B BBC
Bit flips: How cosmic rays grounded a fleet of aircraft

| Radiation from space that led to more than 6000 Airbus aircraft needing emergency
. computer updates could become a growing problem.

ucl YaUT IOYUKOUJI | YMBEIJI G
A ~toY U0l Ut t qVGIORY G Ge ql
(IBM, 1996)



Interlude: codingttheony

0000 000
0001011
0010 101
0011110
0100 110
0101101
0110011
0111000
1000 111
1001 100
10 1010010
11 1011 001
12 1100001
13 1101010
14 1110 100
15 11111711

©OCooO~NOOUIlA~WNPEO

n Q
n Q
n Q

ONORS)
o oNe)



Interlude: codingttheony

0000
0001
0010
0011
0100

LoO~NO Ol WDNPEFO

11 1011
12 1100
13 1101
14 1110












Interlude: codingttheony

.‘,_.( answer with 'y’ for Yes or 'n' for No:
& A 1. Hat? 1
R 2. Glasses? ©
" 3. Is sad? 1
4. Moustache? ©
5. Drawing on shirt? 1
6. Blue shirt/garment? 1
7. Dark hair? 1
/ , Lie detected at question 6!
.'}, A t Identified Person: CAPUCINE

Do you want to play again? (y/n):

Me, decoding My laptop, decoding



Take ;aways

™ Ciphers are now tailored for machines
™ New directions: paradigms, security
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W Mathematics is not stressful at all Encrypting (Dec. 2025)  Decoding (Feb. 2026)
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Contend in vain?



Human emer:tznigma

Simple keys

AAA, ABC, CIL




Human emer:tznigma

Simple keys

Repeated messages

«Wetter fur die Nacht..»




Human emer:tznigma

Simple keys
Repeated messages

Short messages




Human emer:tznigma

Simple keys

B 31
=

=

Repeated messages

Short messages
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Human emor.SSonPRS3

secret keyi Q

signaturei
public keyn Q




Human €iior:SSonyPRS3

secret keyi Q

C5B2BF A1 A413 DD 16 F2 6D
31COF2ED 4720 DC FB 06 70




Government Backdeoss 201

What?
Any method to bypass security layers



Govemment [Backdooss! 001

What?
Any method to bypass security layers

Why?
National security, lawenforcement

The four horsemen ofnfocalypse: drug-dealers,
money-launderers, terrorists, andpedophiles.



Govemment [Backdooss! 001

What?
Any method to bypass security layers

Why?
National security, lawenforcement

Are they ethical?
Who knows, probably not much

The four horsemen ofnfocalypse: drug-dealers,
money-launderers, terrorists, andpedophiles.



Govemment [Backdooss! 001

What?
Any method to bypass security layers

Why?
National security, lawenforcement

Are they ethical?
Who knows, probably not much

Are they safe?

NoO The four horsemen ofnfocalypse: drug-dealers,

money-launderers, terrorists, andpedophiles.



Govemment [Backdooss! 001

TOP SECRET//SI//INOFORN

Current Efforts - Google

(GooGEe (rLoud.

GFE = Goog\e
Fr\?;\s’c
E_r\d
Servels \ﬂe,r(’,.

TOP SECRET//SI/INOFORN

This will try to be as objective as possible.
EqROTAWRgKY W6¢!l T WagYWHIWYHTUHqR21IJWs 6L




Backdoors: @peratiornrRulkicon

1951: Boris Hagelin meets NSA




Backdoors: @peratiornrRulkicon

1951: Boris Hagelin meets NSA

L= ;Ir"‘;
CIPHER s = MACHINES




Backdoors: @peratiornrRulkicon

HAGELIN-CRYPTOS

1951: Boris Hagelin meets NSA
1952: Boris Hagelin found<CryptoAG

CRYPTOAG



Backdoors: @peraliornrRulkicon

HAGELIN-CRYPTOS

1951: Boris Hagelin meets NSA
1952: Boris Hagelin found<CryptoAG

CRYPTOAG
1970: CIA & BND bugryptoAGvia shell companies © @ BND

CIA +Bundesnachrichtendienst



Backdoors: @peratiornrRulkicon

1951: Boris Hagelin meets NSA
1952: Boris Hagelin found<CryptoAG

1970: CIA & BND bugryptoAGvia shell companies

HAGELIN-CRYPTOS

CRYPTOAG




