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1. Against entropy…



Atbash cipher
“And after all of them, the king of 
Sheshak will drink it too.”

(Book of Jeremiah, 25:26)

“Behold, I will raise up against 
Babylon, and against the inhabitants 
of Lev-kamai, a destroying wind.”

(Book of Jeremiah, 51:1)
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Caesar cipher

message: ATTACKATDAWN

key: C

ciphertext: DWWDFNDWGDZQ

A A

B B

C C

D D

E E

𝜑𝑐𝑎𝑒𝑠𝑎𝑟: ℤ26 → ℤ26

𝑥 ↦ 𝑥 + 𝑘 𝑚𝑜𝑑 26

𝐻 𝐾 = −෍

𝑘∈𝐾

𝑃 𝑘 ⋅ log2 𝑃[𝑘]

𝐻𝑐𝑎𝑒𝑠𝑎𝑟 ≃ 4.7



Vigenere cipher

message: ATTACKATDAWN

key: keykeykeykey

ciphertext: KXRKGIKXBKAL

𝑘 = (𝑘0, … , 𝑘𝑡−1)
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Vigenere cipher

message: ATTACKATDAWN

key: keykeykeykey

ciphertext: KXRKGIKXBKAL

𝜑𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒: ℤ26 → ℤ26

𝑥 ↦ 𝑥𝑖 + 𝑘𝑖 𝑚𝑜𝑑 𝑡 𝑚𝑜𝑑 26

𝑘 = (𝑘0, … , 𝑘𝑡−1)

𝐻𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒 ≃ 4.7 ⋅ 𝑡

COMPLETE VICTORY

MANCHESTER BLUFF

COME RETRIBUTION

statistical attacks

key reuse, simple keys



Vigenere cipher

message: ATTACKATDAWN

key: keykeykeykey

ciphertext : KXRKGIKXBKAL

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

B C D E F G H I J K L M N O P Q R S T U V W X Y Z A

C D E F G H I J K L M N O P Q R S T U V W X Y Z A B

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

E F G H I J K L M N O P Q R S T U V W X Y Z A B C D

F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

G H I J K L M N O P Q R S T U V W X Y Z A B C D E F

H I J K L M N O P Q R S T U V W X Y Z A B C D E F G

I J K L M N O P Q R S T U V W X Y Z A B C D E F G H

J K L M N O P Q R S T U V W X Y Z A B C D E F G H I
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R S T U V W X Y Z A B C D E F G H I J K L M N O P S

S T U V W X Y Z A B C D E F G H I J K L M N O P Q R

T U V W X Y Z A B C D E F G H I J K L M N O P Q R S

U V W X Y Z A B C D E F G H I J K L M N O P Q R S T

V W X Y Z A B C D E F G H I J K L M N O P Q R S T U

W X Y Z A B C D E F G H I J K L M N O P Q R S T U V
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Z A B C D E F G H I J K L M N O P Q R S T U V W X Y

statistical attacks

key reuse, simple keys

complex

𝑘 = (𝑘0, … , 𝑘𝑡−1)

𝐻𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒 ≃ 4.7 ⋅ 𝑡
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Vernam cipher

message: ATTACKATDAWN

key: aezklwgrmali

ciphertext: AXSKNGGKPOHV

If 𝑘 is uniformly distributed and independent on 𝑚 this cipher is perfect, i.e.

𝑃 𝑀 = 𝑚 𝐶 = 𝑐] = 𝑃[𝑀 = 𝑚]

𝜑𝑣𝑒𝑟𝑛𝑎𝑚: ℤ26 → ℤ26

𝑥𝑖 ↦ 𝑥𝑖 + 𝑘𝑖 𝑚𝑜𝑑 𝑛 𝑚𝑜𝑑 26

𝑘 = (𝑘0, … , 𝑘𝑛−1)

𝐻𝑣𝑒𝑟𝑛𝑎𝑚 ≃ 4.7 ⋅ 𝑛



Vernam cipher

message: ATTACKATDAWN

key: aezklwgrmali

ciphertext : KXRKGIKXBYAL

A B C D E F G H I J K L M N O P Q R S T U V W X Y Z

B C D E F G H I J K L M N O P Q R S T U V W X Y Z A

C D E F G H I J K L M N O P Q R S T U V W X Y Z A B

D E F G H I J K L M N O P Q R S T U V W X Y Z A B C

E F G H I J K L M N O P Q R S T U V W X Y Z A B C D

F G H I J K L M N O P Q R S T U V W X Y Z A B C D E

G H I J K L M N O P Q R S T U V W X Y Z A B C D E F

H I J K L M N O P Q R S T U V W X Y Z A B C D E F G

I J K L M N O P Q R S T U V W X Y Z A B C D E F G H

J K L M N O P Q R S T U V W X Y Z A B C D E F G H I

K L M N O P Q R S T U V W X Y Z A B C D E F G H I J

L M N O P Q R S T U V W X Y Z A B C D E F G H I J K

M N O P Q R S T U V W X Y Z A B C D E F G H I J K L

N O P Q R S T U V W X Y Z A B C D E F G H I J K L M

O P Q R S T U V W X Y Z A B C D E F G H I J K L M N

P Q R S T U V W X Y Z A B C D E F G H I J K L M N O

Q R S T U V W X Y Z A B C D E F G H I J K L M N O P

R S T U V W X Y Z A B C D E F G H I J K L M N O P S

S T U V W X Y Z A B C D E F G H I J K L M N O P Q R

T U V W X Y Z A B C D E F G H I J K L M N O P Q R S

U V W X Y Z A B C D E F G H I J K L M N O P Q R S T

V W X Y Z A B C D E F G H I J K L M N O P Q R S T U

W X Y Z A B C D E F G H I J K L M N O P Q R S T U V

X Y Z A B C D E F G H I J K L M N O P Q R S T U V W

Y Z A B C D E F G H I J K L M N O P Q R S T U V W X

Z A B C D E F G H I J K L M N O P Q R S T U V W X Y
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Nomenclators

Who wants perfect ciphers…

…with complex operations? 



Take aways

Humans hate complex ciphers

Short keys break

Bad cryptography causes headaches/beheadings



1. Against entropy…

2. Machines themselves…



Enigma cipher machine

𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67



Enigma cipher machine

𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67



Enigma cipher machine

𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67



Enigma cipher machine

𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67



Enigma cipher machine

𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67



AES cipher

× 10 (or 12 or 14)

𝐻𝐴𝐸𝑆 = 128 or 192 or 256

Confusion: each output character should 
depend on the key in a complex way.

Diffusion: each input character should 
influence many characters of the output, its 
statistical structure is dissipated.



Good news

me my laptop

Vigenere 15 minutes 0.00001 seconds

AES-128 6 to 8 hours 0.00015 seconds

* benchmark on 128 characters



Bad news



New fronteers

“We stand today on the brink of a 
revolution in cryptography. The 
development of cheap digital 
hardware has freed it from the design 
limitations of mechanical computing 
[…]. At the same time, theoretical 
developments […] show promise of 
providing provably secure 
cryptosystems, changing this ancient 
art into a science.”

(W. Diffie, M. Hellman)



New fronteers 1: paradigms



- Block ciphers
- Hash functions
- Stream ciphers
- Signature schemes
- Zero knowledge proofs
- Key encapsulation mechanisms
- …

New fronteers1: paradigms
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New fronteers: 2, security

design 

computational 
problem 
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channel
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Interlude: coding theory



source receiver
channel

encoder decoder

0100 01000100110 0110110

𝐴 alphabet
𝑘 input length
𝑛 code length

Interlude: coding theory



“around one error per month per 256 MiB of 
RAM on a desktop computer”
(IBM, 1996)

Interlude: coding theory



0 0000000

1 0001011

2 0010101

3 0011110

4 0100110

5 0101101

6 0110011

7 0111000

8 1000111

9 1001100

10 1010010

11 1011001

12 1100001

13 1101010

14 1110100

15 1111111

𝑝1 = 𝑑1 + 𝑑2 + 𝑑4
𝑝2 = 𝑑1 + 𝑑3 + 𝑑4
𝑝3 = 𝑑2 + 𝑑3 + 𝑑4

𝒅𝟏

𝒅𝟐

𝒅𝟑𝒅𝟒

𝒑𝟏

𝒑𝟐 𝒑𝟑

Interlude: coding theory
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4 0100110
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6 0110011
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Interlude: coding theory

Me, decoding My laptop, decoding



Take aways

New directions: paradigms, security

Ciphers are now tailored for machines

Cryptography ≠ coding theory

Mathematics is not stressful at all Encrypting (Dec. 2025) Decoding (Feb. 2026)



1. Against entropy…

2. Machines themselves…

3. Contend in vain?



Human error: Enigma

Simple keys

AAA, ABC, CIL



Human error: Enigma

Simple keys

Repeated messages

«Wetter für die Nacht..»



Human error: Enigma

Simple keys

Repeated messages

Short messages



Human error: Enigma

Simple keys

Repeated messages

Short messages

Reflector (!)



Human error: Sony PS3

signature 𝑠
public key 𝑝𝑘

secret key 𝑠𝑘



Human error: Sony PS3

C5 B2 BF A1 A4 13 DD 16 F2 6D 

31 C0 F2 ED 47 20 DC FB 06 70

secret key 𝑠𝑘
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What? 
Any method to bypass security layers
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Government Backdoors 101

The four horsemen of infocalypse: drug-dealers, 
money-launderers, terrorists, and pedophiles.

What? 
Any method to bypass security layers

Why?
National security, law enforcement

Are they ethical?
Who knows, probably not much

Are they safe?
No



Government Backdoors 101

This will try to be as objective as possible.
Still, it’s hard to be objective when NSA slides look like this.



Backdoors: Operation Rubicon

1951: Boris Hagelin meets NSA
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1970: CIA & BND buy CryptoAG via shell companies

=
+

CIA + Bundesnachrichtendienst 
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Backdoors: Operation Rubicon

1951: Boris Hagelin meets NSA
1952: Boris Hagelin founds CryptoAG

1970: CIA & BND buy CryptoAG via shell companies

=
+

1991: IRAQ takes Hans Bühler hostage

1994: Hans Bühler spills the beans



Backdoors: Operation Rubicon

1982: Falklands war

1986: US attacks on Libia (Operation El Dorado Canyon)

1989: US invasion of Panama (Operation Just Cause)

1978: Egypt-Israel Camp David Accords
1973: US coup in Chile

+ many, many domestic events



Backdoors: Operation Rubicon

“The Intelligence Coup of the Century”
- CIA



Backdoors: Operation Rubicon

“The Intelligence Coup of the Century”
- CIA



Backdoors: Operation Rubicon



Backdoors: Operation Rubicon

Italian traffic was reportedly still being deciphered around 2001.



Backdoors backfire: Operation Shotgiant
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Backdoors backfire: Operation Shotgiant

«lawful intercept backdoors»

[…] this is both curious and puzzling. Have you ever seen a thief in the 
street who advertises […] that he is a thief? Honestly speaking, I think 
what the U.S. has done here cannot be accepted as correct.

- Hua Chunying, Foreign Ministry spokeperson



CryptoWars

1991: Phil Zimmerman & PGP
- Cryptography is a weapon, export prohibited
- Source code printed on books
- Case closed in 1996 thanks to public pressure

1999: Bernstein vs United States
- Publishing is protected by 1st emendament

Conclusion: pyrrhic victory
- Cryptography can be exported, but…
- RSA export limited to weak keys

Phil 
Zimmerman

US export 
regulations



Backdoors: NSA & DualEC

2006: NSA proposes a PRNG algorithm for adoption
2007: Shumow & Ferguson find something that looks like a backdoor

“we're not saying NSA did this, but...”



Backdoors: NSA & DualEC

2006: NSA proposes a PRNG algorithm for adoption
2007: Shumow & Ferguson find something that looks like a backdoor

“we're not saying NSA did this, but...”

2013: Post-Snowden, RSA Security admits getting USD 10Mln from NSA to adopt it



Backdoors: NSA & DualEC

“If you can’t beat them, trick them!”
- NSA, probably
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Backdoors: NSA & DualEC

“If you can’t beat them, trick them!”
- NSA, probably

Backdoors: NSA & DES
Backdoors: NSA & AES



Backdoors: NSA & post-quantum? (probably not)



Backdoors: Chat Control

Either 
- Break/weaken E2E
- Client-side scanning 

← not a great idea 
← technically a spyware

“Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
laying down rules to prevent and combat child sexual abuse”
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Backdoors: Chat Control
“Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
laying down rules to prevent and combat child sexual abuse”

@ Patrick Breyer



Backdoors: Chat Control



Take aways

Tension between surveillance and privacy

Humans are bad at following protocols. Really bad.

How secure can cryptography be?



“Get in, fair reader, into the depths of Cryptography.
Inspect the theory, view its foundations.
Is not the very core made of fine mathematics?”
- Gilgamesh
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