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Coding theory

source receiver
channel

encoder decoder

0100 01000100110 0110110

𝐴 alphabet
𝑘 input length
𝑛 code length



Coding theory

“around one error per month per 256 MiB of 
RAM on a desktop computer”
(IBM, 1996)



Codes

A code is a map 𝜑: 𝑆𝑘 → 𝑆𝑛. 

We want it to
▪ be easy to invert
▪ be easy to memorise
▪ be efficient

𝜑: 𝑥1, 𝑥2, 𝑥3, 𝑥4 → ?



Codes

A code is a map 𝜑: 𝑆𝑘 → 𝑆𝑛. 

We want it to
▪ be easy to invert
▪ be easy to memorise
▪ be efficient

𝜑: 𝑥1, 𝑥2, 𝑥3, 𝑥4 → (𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥5, 𝑥6, 𝑥7)

𝑥5 = 𝑓 𝑥1, 𝑥2, 𝑥3, 𝑥4

𝑥6 = 𝑓 𝑥1, 𝑥2, 𝑥3, 𝑥4

𝑥7 = 𝑓(𝑥1, 𝑥2, 𝑥3, 𝑥4)



Linear codes

𝜑: 𝑥1, 𝑥2, 𝑥3, 𝑥4 → (𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥5, 𝑥6, 𝑥7)

𝑥5 = 𝑥1 + 𝑥2 + 𝑥4

𝑥6 = 𝑥1 + 𝑥3 + 𝑥4

𝑥7 = 𝑥2 + 𝑥3 + 𝑥4



Linear codes

A linear code is  𝐶 = {𝑥𝐺 ∶ 𝑥 ∈ 𝑆𝑘}.
The matrix is called generator matrix.

Usually 𝑆 = Ϝ𝑞, so 𝐶 is a linear subspace of Ϝ𝑞
𝑛.

𝑥1, 𝑥2, 𝑥3, 𝑥4

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1

= (𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥5, 𝑥6, 𝑥7)

𝜑: 𝑥1, 𝑥2, 𝑥3, 𝑥4 → (𝑥1, 𝑥2, 𝑥3, 𝑥4, 𝑥5, 𝑥6, 𝑥7)

𝑥5 = 𝑥1 + 𝑥2 + 𝑥4

𝑥6 = 𝑥1 + 𝑥3 + 𝑥4

𝑥7 = 𝑥2 + 𝑥3 + 𝑥4



Linear codes

Our constraints form a system of equations.

All elements of 𝐶 satisfy it. This defines the parity check matrix, 𝐻.

1 1 0 1 1 0 0
1 0 1 1 0 1 0
0 1 1 1 0 0 1

𝑥1

𝑥2

𝑥3

𝑥4

𝑥5

𝑥6

𝑥7

=
0
0
0

ቐ

𝑥1 + 𝑥2 + 𝑥4 + 𝑥5 = 0
𝑥1 + 𝑥3 + 𝑥4 + 𝑥6 = 0
𝑥2 + 𝑥3 + 𝑥4 + 𝑥7 = 0

𝑥5 = 𝑥1 + 𝑥2 + 𝑥4

𝑥6 = 𝑥1 + 𝑥3 + 𝑥4

𝑥7 = 𝑥2 + 𝑥3 + 𝑥4



Linear codes
From generator 𝑮:
▪ The code is 𝐶 = 𝐺

▪ 𝑘 linearly independent rows

▪ 𝑛 columns

From parity check 𝑯:
▪ The code is 𝐶 = 𝑘𝑒𝑟 𝐻

▪ 𝑛 − 𝑘 linearly independent rows

▪ 𝑛 columns

𝑚

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1

= 𝑐
1 1 0 1 1 0 0
1 0 1 1 0 1 0
0 1 1 1 0 0 1

𝑐𝑇 = 0
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Linear codes
From generator 𝑮:
▪ The code is 𝐶 = 𝐺

▪ 𝑘 linearly independent rows

▪ 𝑛 columns

From parity check 𝑯:
▪ The code is 𝐶 = 𝑘𝑒𝑟 𝐻

▪ 𝑛 − 𝑘 linearly independent rows

▪ 𝑛 columns

𝑚

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1

= 𝑐
1 1 0 1 1 0 0
1 0 1 1 0 1 0
0 1 1 1 0 0 1

𝑐𝑇 = 0

Theorem.
If 𝐺 = 𝐼𝑘  𝐴), then 𝐻 = −𝐴𝑇  𝐼𝑘). 



Linear codes
Some codes are more equal than others.

𝐺 =

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1

Theorem.
If 𝐺 = 𝐼𝑘  𝐴), then 𝐻 = −𝐴𝑇  𝐼𝑘). 

𝐺′ =

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 1 1 0 0 1 0
0 1 0 1 1 1 0



Linear codes
Some codes are more equal than others.
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Linear codes
Some codes are more equal than others.

𝐺 =

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1

Theorem.
If 𝐺 = 𝐼𝑘  𝐴), then 𝐻 = −𝐴𝑇  𝐼𝑘). 

𝐺′ = 𝐺𝑃

permuted systematicsystematic form



Linear codes
Some codes are more equal than others.

permutation equivalent 𝐺′ = 𝐺𝑃
permutation equivalent (2) 𝐺′ = 𝑆𝐺𝑃



Linear codes
Some codes are more equal than others.

permutation equivalent 𝐺′ = 𝐺𝑃
permutation equivalent (2) 𝐺′ = 𝑆𝐺𝑃
linearly equivalent 𝐺′ = 𝑆𝐺𝑃𝐷



0 0000000

1 0001011

2 0010101

3 0011110

4 0100110

5 0101101

6 0110011

7 0111000

8 1000111

9 1001100

10 1010010

11 1011001

12 1100001

13 1101010

14 1110100

15 1111111

Linear codes

𝐺 =

1 0 0 0 1 1 0
0 1 0 0 1 0 1
0 0 1 0 0 1 1
0 0 0 1 1 1 1



Linear codes
0 0000000

1 0001011

2 0010101

3 0011110

4 0100110

5 0101101

6 0110011

7 0111000

8 1000111

9 1001100

10 1010010

11 1011001

12 1100001

13 1101010

14 1110100

15 1111111

𝑝1 = 𝑑1 + 𝑑2 + 𝑑4

𝑝2 = 𝑑1 + 𝑑3 + 𝑑4

𝑝3 = 𝑑2 + 𝑑3 + 𝑑4

𝒅𝟏

𝒅𝟐

𝒅𝟑𝒅𝟒

𝒑𝟏

𝒑𝟐 𝒑𝟑
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Linear codes



How to decode?

The Hamming weight of a codeword is 𝑤𝐻 𝑥 = #{𝑖 ∶ 𝑥𝑖 ≠ 0}.
The Hamming distance of 𝑥, 𝑦 is 𝑑𝐻 𝑥, 𝑦 = 𝑤𝐻(𝑥 − 𝑦). 

𝑥



How to decode?

The Hamming weight of a codeword is 𝑤𝐻 𝑥 = #{𝑖 ∶ 𝑥𝑖 ≠ 0}.
The Hamming distance of 𝑥, 𝑦 is 𝑑𝐻 𝑥, 𝑦 = 𝑤𝐻(𝑥 − 𝑦). 

𝑥
𝑦

𝑑𝐻 𝑥, 𝑦



How to decode?

𝑥
𝑦

𝑑

𝑧

𝑥 + 𝑒

Nearest neighbour decoding.
Receive 𝑥 + 𝑒, for 𝑥 ∈ 𝐶 and 𝑒 error.
Return the 𝑐 ∈ 𝐶 closest to 𝑥 + 𝑒.

If 𝑑 = min{𝑑𝐻 𝑥, 𝑦 : 𝑥, 𝑦 ∈ 𝐶} ,

the error correction capacity is ቔ ቕ
𝑑−1

2
.



How to decode?

𝑥
𝑦

𝑑
𝑧

Nearest neighbour decoding.
Receive 𝑥 + 𝑒, for 𝑥 ∈ 𝐶 and 𝑒 error.
Return the 𝑐 ∈ 𝐶 closest to 𝑥 + 𝑒.

𝑥 + 𝑒 If 𝑑 = min{𝑑𝐻 𝑥, 𝑦 : 𝑥, 𝑦 ∈ 𝐶} ,

the error correction capacity is ቔ ቕ
𝑑−1

2
.



How to decode?

Theorem (Singleton Bound).
If 𝑑 is the minimum distance of an [𝑛, 𝑘]-code, 𝑑 ≤ 𝑛 − 𝑘 + 1.

Nearest neighbour decoding.
Receive 𝑥 + 𝑒, for 𝑥 ∈ 𝐶 and 𝑒 error.
Return the 𝑐 ∈ 𝐶 closest to 𝑥 + 𝑒.



How to decode?
Syndrome decoding.
Receive 𝑥 + 𝑒, for 𝑥 ∈ 𝐶 and 𝑒 error. Then

𝐻 𝑥 + 𝑒 𝑇 = 𝐻𝑥𝑇 + 𝐻𝑒𝑇 = 𝐻𝑒𝑇



How to decode?
Build a table of all 𝑛 − 𝑘 cosets of form 𝑒 + 𝐶.

Find the coset of 𝑒 via the syndrome. 
Pick as candidate for 𝑒 the element of lowest weight.

0000000 | 0000000  0001111  0010011  0011100  0100101  0101010  0110110  0111001  1000110  1001001  1010101  1011010  1100011  1101100  1110000  1111111 

0000001 | 0000001  0001110  0010010  0011101  0100100  0101011  0110111  0111000  1000111  1001000  1010100  1011011  1100010  1101101  1110001  1111110 

0000010 | 0000010  0001101  0010001  0011110  0100111  0101000  0110100  0111011  1000100  1001011  1010111  1011000  1100001  1101110  1110010  1111101 

0000100 | 0000100  0001011  0010111  0011000  0100001  0101110  0110010  0111101  1000010  1001101  1010001  1011110  1100111  1101000  1110100  1111011 

0001000 | 0001000  0000111  0011011  0010100  0101101  0100010  0111110  0110001  1001110  1000001  1011101  1010010  1101011  1100100  1111000  1110111 

0010000 | 0010000  0011111  0000011  0001100  0110101  0111010  0100110  0101001  1010110  1011001  1000101  1001010  1110011  1111100  1100000  1101111 

0100000 | 0100000  0101111  0110011  0111100  0000101  0001010  0010110  0011001  1100110  1101001  1110101  1111010  1000011  1001100  1010000  1011111 

1000000 | 1000000  1001111  1010011  1011100  1100101  1101010  1110110  1111001  0000110  0001001  0010101  0011010  0100011  0101100  0110000  0111111 



How to decode?
For a random code…



Behind the trick

𝐻𝑐𝑇 =
1 1 0 1 1 0 0
1 0 1 1 0 1 0
0 1 1 1 0 0 1

𝑐𝑇 = 0

Goal. Build codewords 𝑐 such that



Behind the trick

𝐻𝑐𝑇 =
1 1 0 1 1 0 0
1 0 1 1 0 1 0
0 1 1 1 0 0 1

𝑐𝑇 = 0

Goal. Build codewords 𝑐 such that

1. Identify 7 independent characteristics.

2. Use the generator matrix, it’s easier.

3. For every codeword 𝑐, generate the individual using them.









Behind the trick



Behind the trick



Behind the trick



2: CRYPTOGRAPHY



Sheshak
shin-shin-kaf

“And after all of them, the king of 
Sheshak will drink it too.”

(Book of Jeremiah, 25:26)

Atbash cipher



Sheshak
shin-shin-kaf bet-bet-lamed

𝜑𝑎𝑡𝑏𝑎𝑠ℎ

“And after all of them, the king of 
Sheshak will drink it too.”

(Book of Jeremiah, 25:26)

Atbash cipher

𝜑𝑎𝑡𝑏𝑎𝑠ℎ:  ℤ22 → ℤ22

𝑥 ↦ 23 − 𝑥  𝑚𝑜𝑑 22



𝜑𝑎𝑡𝑏𝑎𝑠ℎ:  ℤ22 → ℤ22

𝑥 ↦ 23 − 𝑥  𝑚𝑜𝑑 22

Sheshak
shin-shin-kaf bet-bet-lamed

𝜑𝑎𝑡𝑏𝑎𝑠ℎ

“And after all of them, the king of 
Sheshak will drink it too.”

(Book of Jeremiah, 25:26)

Babylon

Atbash cipher



𝐻 𝐾 = − ෍

𝑘∈𝐾

𝑃 𝑘 ⋅ log2 𝑃[𝑘]

𝐻𝑐𝑎𝑒𝑠𝑎𝑟 ≃ 4.7

message: ATTACKATDAWN

key:  C

ciphertext: DWWDFNDWGDZQ
𝜑𝑐𝑎𝑒𝑠𝑎𝑟:  ℤ26 → ℤ26

𝑥 ↦ 𝑥 + 𝑘  𝑚𝑜𝑑 26

A A

B B

C C

D D

E E

Caesar cipher



𝜑𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒: ℤ26 → ℤ26

𝑥 ↦ 𝑥𝑖 + 𝑘𝑖 𝑚𝑜𝑑 𝑡  𝑚𝑜𝑑 26

message: ATTACKATDAWN

key:  keykeykeykey

ciphertext: KXRKGIKXBYAL

𝑘 = (𝑘0, … , 𝑘𝑡−1)

Vigenere cipher

𝐻𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒 ≃ 4.7 ⋅ 𝑡



𝜑𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒: ℤ26 → ℤ26

𝑥 ↦ 𝑥𝑖 + 𝑘𝑖 𝑚𝑜𝑑 𝑡  𝑚𝑜𝑑 26

message: ATTACKATDAWN

key:  keykeykeykey

ciphertext: KXRKGIKXBKAL

𝑘 = (𝑘0, … , 𝑘𝑡−1)

Vigenere cipher

𝐻𝑣𝑖𝑔𝑒𝑛𝑒𝑟𝑒 ≃ 4.7 ⋅ 𝑡



𝜑𝑣𝑒𝑟𝑛𝑎𝑚: ℤ26 → ℤ26

𝑥𝑖 ↦ 𝑥𝑖 + 𝑘𝑖 𝑚𝑜𝑑 𝑛  𝑚𝑜𝑑 26

message: ATTACKATDAWN

key:  aezklwgrmali

ciphertext: AXSKNGGKPOHV

𝑘 = (𝑘0, … , 𝑘𝑛−1)

If 𝑘 is uniformly distributed and independent on 𝑚 this cipher is perfect, i.e.
𝑃 𝑀 = 𝑚 𝐶 = 𝑐] = 𝑃[𝑀 = 𝑚]

𝐻𝑣𝑒𝑟𝑛𝑎𝑚 ≃ 4.7 ⋅ 𝑛

Vernam cipher



Nomenclators
Who wants perfect ciphers…

…with complex operations? 



Nomenclators



Nomenclators



Machines to the rescue



𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67

Machines to the rescue



𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67

Machines “to the rescue”



𝐻𝑒𝑛𝑖𝑔𝑚𝑎 = 65 or 67

Machines “to the rescue”



× 10 (or 12 or 14) 𝐻𝐴𝐸𝑆 = 128 or 192 or 256

Machines to the rescue



me my laptop

Vigenere 15 minutes (128 chars) 0.00001 seconds

AES-128 6 to 8 hours (128 chars) 0.00015 seconds

* mathematicians were hurt for this demonstration

Machines to the rescue



Machines to the rescue

Encrypting (Dec. 2025) Decoding (Feb. 2026)



3: CODE-BASED 
CRYPTOGRAPHY



New paradigms
- Block ciphers
- Hash functions
- Stream ciphers
- Signature schemes
- Zero knowledge proofs
- Key encapsulation mechanisms
- …



New paradigms



New paradigms



McEliece (1978)

KeyGen:
 𝐺 generator matrix of a code 𝐶 
 Δ efficient description of 𝐶 decoding 𝑡 errors
 𝐺’ =  𝑆𝐺𝑃 for 𝑆 change of basis, 𝑃 permutation
 public key 𝐺’
 private key 𝑆, 𝐺, 𝑃 

Encrypt(𝑥):
 c ← 𝑥𝐺 encoding
 𝑒 ← random noise
 return y = 𝑐 + 𝑒

Decrypt(y)
 return 𝑥 = decode(𝑦𝑃−1, Δ)𝑆−1

 
 * very very high-level



Thanks!
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  𝜑 :  S k →  S n


  𝜑 :    (  x 1 ,  x 2 ,  x 3 ,  x 4 ) →   ?


  𝜑 :  S k →  S n


  𝜑 :    (  x 1 ,  x 2 ,  x 3 ,  x 4 ) → (  x 1 ,  x 2 ,  x 3 ,  x 4 ,  x 5 ,  x 6 ,  x 7 )


   x 5 = f  (  x 1 ,  x 2 ,  x 3 ,  x 4 )


   x 6 = f  (  x 1 ,  x 2 ,  x 3 ,  x 4 )


   x 7 = f (  x 1 ,  x 2 ,  x 3 ,  x 4 )


  𝜑 :    (  x 1 ,  x 2 ,  x 3 ,  x 4 ) → (  x 1 ,  x 2 ,  x 3 ,  x 4 ,  x 5 ,  x 6 ,  x 7 )


   x 5 =  x 1 +  x 2 +  x 4


   x 6 =  x 1 +  x 3 +  x 4


   x 7 =  x 2 +  x 3 +  x 4


  C = { x G   : x ∈  S k }


  S =  Ϝ q


  C


   Ϝ q n
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   x 5 =  x 1 +  x 2 +  x 4


   x 6 =  x 1 +  x 3 +  x 4


   x 7 =  x 2 +  x 3 +  x 4


  C


  H
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   x 5 =  x 1 +  x 2 +  x 4


   x 6 =  x 1 +  x 3 +  x 4


   x 7 =  x 2 +  x 3 +  x 4
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  C = k e r  ( H )
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   (    1  1  0  1  1  0  0   1  0  1  1  0  1  0   0  1  1  1  0  0  1 )  c T = 0
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  C =  ⟨ G ⟩
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  C = k e r  ( H )
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  m    (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  0  1  0  0  1  1   0  0  0  1  1  1  1 ) = c


   (    1  1  0  1  1  0  0   1  0  1  1  0  1  0   0  1  1  1  0  0  1 )  c T = 0
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  C =  ⟨ G ⟩
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  m    (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  0  1  0  0  1  1   0  0  0  1  1  1  1 ) = c


   (    1  1  0  1  1  0  0   1  0  1  1  0  1  0   0  1  1  1  0  0  1 )  c T = 0


  G =  (  I k   |   A )


  H =  ( −  A T |    I k )


  G =  (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  0  1  0  0  1  1   0  0  0  1  1  1  1 )


  G =  (  I k   |   A )


  H =  ( −  A T |    I k )


  G ′ =  (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  1  1  0  0  1  0   0  1  0  1  1  1  0 )


  G =  (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  0  1  0  0  1  1   0  0  0  1  1  1  1 )


  G =  (  I k   |   A )


  H =  ( −  A T |    I k )


  G ′ =  (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  1  1  0  0  1  0   0  1  0  1  1  1  0 )


  G =  (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  0  1  0  0  1  1   0  0  0  1  1  1  1 )


  G =  (  I k   |   A )


  H =  ( −  A T |    I k )


  G ′ = G P


  G ′ = G P


  G ′ = S G P


  G ′ = G P


  G ′ = S G P


  G ′ = S G P D


  G =    (    1  0  0  0  1  1  0   0  1  0  0  1  0  1   0  0  1  0  0  1  1   0  0  0  1  1  1  1 )


   p 1 =  d 1 +  d 2 +  d 4


   p 2 =  d 1 +  d 3 +  d 4


   p 3 =  d 2 +  d 3 +  d 4


   𝒅 𝟏


   𝒅 𝟐


   𝒅 𝟑


   𝒅 𝟒


   𝒑 𝟏


   𝒑 𝟐


   𝒑 𝟑


   w H  ( x ) = # { i   :  x i ≠ 0 }


  x , y


   d H  ( x , y ) =  w H ( x − y )


  x


   w H  ( x ) = # { i   :  x i ≠ 0 }


  x , y


   d H  ( x , y ) =  w H ( x − y )
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   d H  ( x , y )
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  d =  min ⁡    { d H  ( x , y ) : x , y ∈ C } ,


   ⌊    d − 1 2 ⌋
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  c ∈ C  


  x + e
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  d =  min ⁡    { d H  ( x , y ) : x , y ∈ C } ,


   ⌊    d − 1 2 ⌋


  d


  [ n , k ]


  d ≤ n − k + 1


  x + e
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  x + e


  x ∈ C  


  e


  H    ( x + e ) T = H  x T + H  e T = H  e T


  n − k  


  e + C
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  e


  H  c T =  (    1  1  0  1  1  0  0   1  0  1  1  0  1  0   0  1  1  1  0  0  1 )  c T = 0


  c


  H  c T =  (    1  1  0  1  1  0  0   1  0  1  1  0  1  0   0  1  1  1  0  0  1 )  c T = 0
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   𝜑  a t b a s h


   𝜑  a t b a s h :    ℤ 22 →  ℤ 22


  x ↦  ( 23 − x )   m o d   22


   𝜑  a t b a s h :    ℤ 22 →  ℤ 22


  x ↦  ( 23 − x )   m o d   22


   𝜑  a t b a s h


  H  ( K ) = −   ∑  k ∈ K  P  [ k ] ⋅    log 2 ⁡  P [ k ]


   H  c a e s a r ≃ 4 . 7


   𝜑  c a e s a r :    ℤ 26 →  ℤ 26


  x ↦  ( x + k )   m o d   26


   𝜑  v i g e n e r e :    ℤ 26 →  ℤ 26


  x ↦  (  x i +  k  i   m o d   t )   m o d   26


  k = (  k 0 , … ,  k  t − 1 )


   H  v i g e n e r e ≃ 4 . 7 ⋅ t


   𝜑  v i g e n e r e :    ℤ 26 →  ℤ 26


  x ↦  (  x i +  k  i   m o d   t )   m o d   26


  k = (  k 0 , … ,  k  t − 1 )


   H  v i g e n e r e ≃ 4 . 7 ⋅ t


   𝜑  v e r n a m :    ℤ 26 →  ℤ 26


   x i ↦  (  x i +  k  i   m o d   n )   m o d   26


  k = (  k 0 , … ,  k  n − 1 )
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  P  [ M = m   | C = c ] = P [ M = m ]


   H  v e r n a m ≃ 4 . 7 ⋅ n


   H  e n i g m a = 65   or   67


   H  e n i g m a = 65   or   67


   H  e n i g m a = 65   or   67
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   H  A E S = 128   or   192   or   256
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