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LINEAR EQUIVALENCE
SIGNATURE SCHEME

LESS




LESSon 0:

LESS:
THE ORIGINS



2017 - CALL FOR PROPOSALS

“NIST is soliciting proposals for post-quantum cryptosystems [...J.
The goal of this process is to select a number of acceptable candidate
cryptosystems for standardization.”

2024: standardisation of

NIST, Call for Additional Digital Signature Schemes for the Post-Quantum Cryptography Standardization Process, 2022



2020 - LESS!

LESS is More: Code-Based Signatures
without Syndromes

Jean-Frangois Biasse!, Giacomo Micheli', Edoardo Persichetti?, and Paolo
Santini®?

! University of South Florida, USA
2 Florida Atlantic University, USA
3 Universit Politecnica delle Marche, Italy
{biasse, gmicheli}@usf.edu, epersichetti@fau.edu, p.santini@pm.univpm.it

«/...]we construct a signature scheme by exploring a new approach to the area.
[...] We show that practical instances of our protocol have the potential to
outperform the state of the art on code-based signatures /... /[.»

Biasse, Micheli, Persichetti, Santini, LESS is More: Code-Based Signatures Without Syndromes, 2020



2022 - CALL FOR SIGNATURES

«NIST is calling for additional digital signature proposals
to be considered in the PQC standardization process.»

Requirements:
1. notbased on structured lattices
2. performance advantage over SPHINCS+

3. iflattice-based, performance advantage over CRYSTALS
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NIST, Call for Additional Digital Signature Schemes for the Post-Quantum Cryptography Standardization Process, 2022
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LINEAR CODE
EQUIVALENCE



LINEAR CODES

| E\ (_n,;)-_linear code Cisa k-dim:nsional subspace of Fq"._ LINEAR C?DE

! The matrix G whose rows are a basis of C is its generator matrix. |

All generator matrices are connected by some change of basis S € GL,(q).
Forsome S, SG = (I} | A). This is the systematic form.




LINEAR CODES

| An (n, k)- linear code C is a k-dimensional subspace of Fq"._

LINEAR CODE

! The matrix G whose rows are a basis of C is its generator matrix.

All generator matrices are connected by some change of basis S € GL,(q).
Forsome S, SG = (I} | A). This is the systematic form.

[———— —

DUAL CODE

| The dual of an (n, k)-linear code C is the (n,n — k)-linear code
| ct i{yEFq":VxEC,yxT_z 0}

Its generator matrix is the parity check matrix of C.
If G = (I, | A), then H = (—A" | I,_}).




LINEAR CODES
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Its generator matrix is the parity check matrix of C.
If G = (I, | A),then H = (=A" | I,_y).




MEET: MONOMIAL MATRICES

X1
X3

Linear isometry
41 X1
e =[] -
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MEET: MONOMIAL MATRICES

Permutation Equivalence Problem (search)

given C, C'
find r € S,, such that ¢’ = w(C)

Linear Equivalence Problem (search)

given C,C’
find u € M,, suchthat C' = u(C)




MEET: MONOMIAL MATRICES

Permutation Equivalence Problem (search) - 1
1
given G, G’ G 1

find P € S,, suchthatG' = GP

Linear Equivalence Problem (search)
given G, G’ G V1
find Q € M,, suchthatG' = GQ , V2
3




MEET: MONOMIAL MATRICES

Permutation Equivalence Problem (search) . - 1
1
given G, G’ S G 1

find P € S,, and S € GL, (q) such that G' = SGP

Linear Equivalence Problem (search)

given G, G’ S G .
find Q € M,, and S € GL,(q) suchthatG' = SGQ v vz
3




COMLEXITY OF LEP & PEP

GIP — PEP-search +———= PEP-decision

l

LEP-search «——— LEP-decision

A —— B AreducestoB

Barenghi, Biasse, Micheli, Persichetti, Santini, On 7The Computational Hardness Of The Code Equivalence Problem, 2022
Battagliola, Mora, Santini, Using the Schur Product to Solve the Code Equivalence Problem, 2025



LESSon 2

DESIGNING
THE SCHEME



LESS: THE SIGMA PROTOCOL (ZKPoK)

[ know Q andS such thatG' = SGQ/

Prove it

Biasse, Micheli, Persichetti, Santini, LESS /s More: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGMA PROTOCOL (ZKPoK)
P '}

random Q € M,, ___com_
com = SF(GQ)
Q,S: G' =SGQ

Biasse, Micheli, Persichetti, Santini, LESS /s More: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGMA PROTOCOL (ZKPoK)
P '}

random Q € M, ___com__
com = SF(GQ)
ch
——_—————- random ch € {0, 1}
Q0.S: G' =SGQ

Biasse, Micheli, Persichetti, Santini, LESS /s More: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGMA PROTOCOL (ZKPoK)
P '}

random Q € M, ___com__
com = SF(GQ)
ch
w -——_———— random ch € {0, 1}
ifch=0,rsp=0Q rsp SF(G - rsp) = com
2 — @g=—=——_——_———— > /
ifch=1,rsp=0Q71Q SF(G' - rsp) = com
Q,S: G =SGQ

Biasse, Micheli, Persichetti, Santini, LESS /s More: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGMA PROTOCOL (ZKPoK)
P '}

random Q € M, com
com = h(SF(GQ))

w ——_—————- random ch € {0, 1}

ifch=0,rsp=0Q rsp h(SF(G - rsp)) = com
ifch=1,rsp=0Q71Q h(SF(G' - rsp)) = com

Q.5: G =SGQ

Biasse, Micheli, Persichetti, Santini, LESS /s More: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGMA PROTOCOL (ZKPoK)
P '}

random Q € M, com
com = h(RREF(GQ))

w ——_—————- random ch € {0, 1}

ifch=0,rsp=0Q rsp h(RREF(G - rsp)) = com
ifch=1,rsp=0Q71Q h(RREF(G' - rsp)) = com

Q: G' = RREF(5Q)

Biasse, Micheli, Persichetti, Santini, LESS /s More: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGMA PROTOCOL (ZKPoK)

witness

G - G’
_ =
ARREF(GQ)% ¢

Biasse, Micheli, Persichetti, Santini, LESS /s More.: Code-Based Signatures without Syndrome, 2020



LESS: THE SIGNATURE

random Q € M, G > G’

com; = h(RREF(GQ)) i=1,..,t \ /
0. -1
¢ RREF(GQ)) ¢

ch = h(m,com)

ch; = chli] i=1,..,t
fori=1,..,t
ifch; =0,rsp; = Q
ifch; =1,rsp; = Q71Q e
soundness of X is 75, |
o« (comq,..,comg,rspq, ..., YSP;) |lterate ¢ = A times _|

Biasse, Micheli, Persichetti, Santini, LESS /s More.: Code-Based Signatures without Syndrome, 2020
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SECURITY &
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SECURITY PROOF

| If X i1s a non-trivial canonical identification protocol secure against passive FACT
: iImpersonation attacks, the signature scheme FS() is UF-CMA secure, |
| “ AVl ) < F) - AdVES TP + gD j

This holds in ROM and is believed to hold for the QROM.
The security of LESS is based on that of LEP.

uf-cma sec. of FS(X) —— pa-imp sec. of ¥ — LEP-search

Abdalla, An, Bellare, Namprempre, From Ildentification to Signatures via the Fiat-Shamir Transform, 2002
Don, Fehr, Majenz, Schaffner, Security of the Fiat-Shamir transformation in the quantum random-oracle model, 2019



ATTAC KS LEP instance

LEP > PEP

Type 1: solving PEP (e.g. SSA)

4
PEP solver

LEP solution

LESS team, LESS: Linear Equivalence Signature Scheme (vZ), 2025



ATTAC KS LEP instance

Type 1: solving PEP (e.g. SSA)

- if two codes are linearly equivalent, their LEP > PEP

closures are permutationally equivalent
cl(C)g ={c®a:c€C} (aorderingof F})

}
* deteriorates with dimension of the hull of the PEP solver
code, but closures have maximal hull...

LEP solution

LESS team, LESS: Linear Equivalence Signature Scheme (vZ), 2025



ATTACKS

short codewords Type 2: low-weight codeword finding (e.g. Prange)
Ll LZ * in general of exponential complexity

« structured variants deteriorate with increasing g

 Leon’s algorithm: generate relations with L4, L,
of weight-w codewords such that L; = QL,

* NIST constraints the depth of quantum circuits,

rendering quantum attacks (e.g. Prange +
candidates Grover) impractical

LESS team, LESS: Linear Equivalence Signature Scheme (v2), 2025



Type of . .
Notes
! TT ! C K S equivalence Algorithm Complexity
Preterable with small
Leon U((J;:c,-u{q., n,k,dov) - 2In {Nw)) finite fields and large
hulls.
Preferable with large
finite fields and large
2Ly ok aw
Beullens 9] (mu (]_Eﬂﬂ__ﬁl - ,.l".N:"w}}) hulls.
Permutation It may fail, when L is
too small.
Efficient with small
" 3 2 h 1
SSA Ol sFEe non-trivial hulls
BOS 0 (nz"-”:i(}wc: (n}) if h = 0|Efficient with trivial
) ('I'lz".{?:i-'-h-‘-lf.:rwﬂj [ﬂ}) ifh =0 hlls
Preferable with small
Leon O(Crsn[q, n,k,dav)-2In {Nw}} finite fields and large
hulls.
Preferable with large
finite fields and large
Linear Beullens 0 ( NWE;f;fi:';{jl“{,;ﬂw})) hulls.
It may fail, when L is
too small.
q8A O (n* + n'q"logn) ifq<5 |Efficient if ¢ < 5 and
o 0 [n“  n?g" log n) if g > 5 |the hull is trivial.

Table 2: Summary of techniques to solve the code equivalence problem

LESS team, LESS: Linear Equivalence Signature Scheme (vZ), 2025




PARAMETERS

Advgl ST < f(A) - AdvRET TP () + g (M)
< f'(D) - Advé" (D) + g'(D)

LESS team, LESS: Linear Equivalence Signature Scheme (v2), 2025



PARAMETERS

Advgl ST < f(A) - AdvRET TP () + g (M)
< f'(D) - Advé" (D) + g'(D)

—
| Consider ¢ = 5 and random codes. We selectn, k, q such that for any

| weightw =1, ..., n finding lists of weight- w codewords L; and L, having
| non-empty L, N L,Q takes at least time 2*.

Cisp(w)

JvN(w)

< 24

INSTANTIATION

|
J

LESS team, LESS: Linear Equivalence Signature Scheme (v2), 2025
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LESS team, LESS: Linear Equivalence Signature Scheme (v2), 2025



...WHAT IS A CODE?

€ \WHAT IS LINEAR EQUIVALENCE?

© WHATIS LESS?
€) 1S LESS SECURE?




LESSon 4:

UPGRADES!



LESSon 4:

UPGRADES!

... an overview



LESS-F

random Q eEM, |idea: challenge is lighter for b = 0, just

h Use a weight-restricted hash h.
@ need more rounds t

@ more efficient broadcasts

ifch; =0,rsp; =Q

Barenghi, Biasse, Persichetti, Santini, LESS-FM: Fine-tuning Signatures from the Code Equivalence Problem, 2021



LESS-M

__________ -
| iIdea: Increasing the challenge space I
IEduces repetitions t .
The ch; become - bit challenges,
ch; = ch[(i — 1)?¢,if] i=1,..,t interpreted as integers in [0,2¢ — 1].
@ 2¢ public keys Q; (note: Q; = I,,)
Q;,} @ reduced rounds t
l

Barenghi, Biasse, Persichetti, Santini, LESS-FM: Fine-tuning Signatures from the Code Equivalence Problem, 2021



LESS-FM

LESS-F + LESS-M

Optimization |LESS Typeln &k g £ t w| pk sig pk + sig
Criterion (kB) (kB) (kB)
Min. pk size F' Mono|198 94 251 1 283 28| 9.77 15.2 2497
Min. sig size FM Perm|235 108 251 4 66 19(205.74 5.25  210.99
Min. pk + sig size| F Perm|230 115 127 1 233 31| 11.57 10.39 21.96
Beullens |14 - Mono|250 125 53 1 128 - 11 28 39

Table 7: Parameter sets for LESS-FM, for a security level of A = 128 classical bits.

Barenghi, Biasse, Persichetti, Santini, LESS-FM: Fine-tuning Signatures from the Code Equivalence Problem, 2021



IS-LESS

—_
idea: for b = 1, just consider the action I But the verifier needs to compute the same code.

_________ —
coordinates in J: equal up to invertible matrix G]' = SG,
coordinates outside J: equal up to invertible and monomial matrices G[n]\]' = Sé[n]\]Z

solution: compute a «canonical form»

prover: RREF(G) w.rt.] ——— V =G 'Gpy; — scale &sort columns in lexicographical order

H |l
verifier: RREF (G,") wtt. | =—> V' = G 'Gyy\;Z = scale & sort columns in lexicographical order

Persichetti, Santini, A New Formulation of the Linear Equivalence Problem and Shorter LESS Signatures, 2023



INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS

*x :GXX-oX
(g,x)Px*g

Cryptographic if:
« effective (efficient sampling, membership testing, evaluation)
» pseudorandom outputs

* one-way

Alamati, De Feo, Montgomery, Patranabis, Crypfographic Group Actions and Applications, 2020



INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS

* :GXX-oX
((S; (@, Q)),A) » Sa(GQ)

G = GL(q) x (Aut(F,) x My)
X c Fqun full-rank matrices

Alamati, De Feo, Montgomery, Patranabis, Crypfographic Group Actions and Applications, 2020
LESS team, LESS: Linear Equivalence Signature Scheme (vZ), 2025



INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS

* :GXX-oX
((S; (@, Q)),A) » Sa(GQ)

G = GLi(q) » (Aut(F;) X M,)  monomial operations & change of basis
X C Fq"X" full-rank matrices code generators

Alamati, De Feo, Montgomery, Patranabis, Crypfographic Group Actions and Applications, 2020
LESS team, LESS: Linear Equivalence Signature Scheme (vZ), 2025



INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS

* :GXX-oX
((S; (@, Q)),A) » Sa(GQ)

G = GLi(q) » (Aut(F;) X M,)  monomial operations & change of basis
X C Fq"X" full-rank matrices code generators

Alamati, De Feo, Montgomery, Patranabis, Crypfographic Group Actions and Applications, 2020
LESS team, LESS: Linear Equivalence Signature Scheme (vZ), 2025



CF-LESS

| Idea: proving that C and C lie in the same I
Igluivalence class reduces witness size

F < M,, subgroup such thatany ¢ € F is decomposed as (@, 9n,—x) € M}, X M,,_;,
any isometry Is the permutation ofa ¢ € F

CF- Fkx(n—k) N Fkx(n—k)

7 q U {L} canonical form invariant over F

CF(A) =CF(Qyp, *A-Qyp,_,) foranyp € F

GQ — (L |A) — (I | CF(A))

only commit h(CF(A)), but we need to save the map m: GQ » RREF (GQ) for the response

Chou, Persichetti, Santini, On Linear Equivalence, Canonical Forms, and Digital Signatures, 2025



CF-LESS

| Idea: proving that C and C lie in the same I
ﬂ]uivalence class reduces witness size

witness

G > G
0. -1
O\ oy S0

GQ — (L |A) — (I | CF(A))

only commit h(CF(A)), but we need to save the map m: GQ » RREF (GQ) for the response

Chou, Persichetti, Santini, On Linear Equivalence, Canonical Forms, and Digital Signatures, 2025



CF-LESS

GIP — PEP-search +«—— PEP-decision

1

CF-LEP —— LEP-search —— LEP-decision

I

IS-LEP

A —— B AreducestoB *if CF does not fail, i.e. CF(x) =1




TAKE AWAYS

« first code-based signature not using a SDP variation




TAKE AWAYS

« first code-based signature not using a SDP variation

 can adopt the framework of (non-commutative) group actions
— Identity-based signatures

— ring signatures

Barenghi, Biasse, Ngo, Persichetti, Santini, Advanced Signature Functionalities from the Code Equivalence Problem, 2022



TAKE AWAYS

« first code-based signature not using a SDP variation

 can adopt the framework of (non-commutative) group actions

— Identity-based signatures NIST Internal Report
— ring signatures WE w\éNT YO NISTIR 8214C 2pd

— threshold signatures?? : Aﬁ.]h

NIST First Call for Multi-Party
Threshold Schemes

Second Public Draft

Barenghi, Biasse, Ngo, Persichetti, Santini, Advanced Signature Functionalities from the Code Equivalence Problem, 2022
NIST, First Call for Multi-Party Threshold Schemes (draft 2), 2025



THANKS!

' s
PROVER needs you to find the differences
between this picture and this picture.

1 Tey're the same picture.



	Slide 1: LESS Linear Equivalence Signature Scheme
	Slide 2: LESS:  THE ORIGINS
	Slide 3
	Slide 4: 2020 - LESS!
	Slide 5: 2022 - Call for signatures
	Slide 6: What is less?
	Slide 7: What is less?
	Slide 8: What is less?
	Slide 9: LINEAR CODE EQUIVALENCE
	Slide 10: Linear codes
	Slide 11: Linear codes
	Slide 12: Linear codes
	Slide 13: MEET: MONOMIAL MATRICES
	Slide 14: MEET: MONOMIAL MATRICES
	Slide 15: MEET: MONOMIAL MATRICES
	Slide 16: MEET: MONOMIAL MATRICES
	Slide 17: COMLEXITY OF LEP & PEP
	Slide 18: DESIGNING THE SCHEME
	Slide 19: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 20: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 21: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 22: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 23: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 24: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 26: LESS: THE SIGMA PROTOCOL (ZKPoK)
	Slide 27: LESS: THE SIGNATURE
	Slide 28: SECURITY &  ATTACKS 
	Slide 29: SECURITY PROOF
	Slide 30: ATTACKS
	Slide 31: ATTACKS
	Slide 32: ATTACKS
	Slide 33: ATTACKS
	Slide 34: PARAMETERS
	Slide 35: PARAMETERS
	Slide 36
	Slide 37
	Slide 38: What is less?
	Slide 39: UPGRADES!
	Slide 40: UPGRADES!
	Slide 41: LESS-F
	Slide 42: LESS-M
	Slide 43: LESS-FM
	Slide 44: IS-LESS
	Slide 45: INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS
	Slide 46: INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS
	Slide 47: INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS
	Slide 48: INTERLUDE: CRYPTOGRAPHIC GROUP ACTIONS
	Slide 49: CF-LESS
	Slide 50: CF-LESS
	Slide 51: CF-LESS
	Slide 52: TAKE AWAYS
	Slide 53: TAKE AWAYS
	Slide 54: TAKE AWAYS
	Slide 55: THANKS!

