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1. User authentication

2. Simple authentication

3. Multi-Factor authentication

4. Security of MFA
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MFAuser auth simple auth security of MFA

Zurko, Simon (1996): «mechanisms and models that

are confusing to the user will be misused».

User authentication problem: an user accessing a 

resource claims to possess an identity, how to check?

- we need to transfer credentials

- only allow access to authorised users AND only to 

resources they are authorised to access

1. Identification

2. Authentication

3. Authorisation

User authentication
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we build trust (how?)

PASSWORDS: trust granted if you know something we agreed on before

CONS:

- threat model outdated

- scaling 

PROS:

- only one exchange

- can be stored hashed

MFAuser auth simple auth security of MFAExample: passwords
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we build trust

PASSWORDS: trust granted if you know something we agreed on before

CONS:

- threat model outdated

- scaling 

- what if leaked?

PROS:

- only one exchange

- can be stored hashed

via EVIDENCE

MFAuser auth simple auth security of MFAExample: passwords
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MFAuser auth simple auth security of MFAExample: passwords

REAL WORLD

- 921 password attacks per second

- 70% more than 2021

- 20% use the same username and 

password for different platforms
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KNOWLEDGE
POSSESSION

CHARACTERISTICS

«something you know»

«something you have»

«something you are»

MFA: trust is granted with more 

than one factor

MFAuser auth simple auth security of MFAMFA
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(and more…)(and more…)

USA EU

- study of threat data

- recommendations

- regulations

MFAuser auth simple auth security of MFARegulation for MFA

(NIST SP 800-63A,B,C)
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MFAuser auth simple auth security of MFAChoosing factors

- built-in clock, hardcoded seed

- central server (RSA Authentication Manager)

- protection from replay attacks

- vulnerable to MITM attacks

- USB (some also enable NFC)

- exploits HID protocol (no special software!)

- shared secret is NOT backed up

- challenge-response is signed (no MITM)

«OLD» STANDARD «NEW» STANDARD (U2F)
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MFAuser auth simple auth security of MFAChoosing factors

study the 
resource

vulnerabilities, 
threat model

choice of 
factors

deploy MFA 
instance

OBSERVE

ORIENT

DECIDE

ACT
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MFAuser auth simple auth security of MFALimits of MFA
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TAKE AWAYS 

1. User authentication problem
▪ the example of passwords: we build trust via evidence

2. Multiple Factor Authentication (MFA)
▪ factors can be of various nature

▪ in EU, ENISA provides guidelines and EU directives require it

in some cases

3. How do I implement MFA?
▪ what level of security does the organisation have?

▪ is MFA easy to use in our context?

▪ how much would it cost to implement it?
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MFAuser auth simple auth security of MFAInformation security

Information security: 

Defined via its key attributes Confidentiality, Integrity, 

Availability. 

User authentication is key in access control mechanisms. 

A threat in AC mechanisms could hinder C, I and A.

What is our threat model?
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MFAuser auth simple auth security of MFAInformation security

Attacks can target resources or data transmission.

The most dangerous ones (easier to perform, more rewarding) target users.
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REAL WORLD

MFAuser auth simple auth security of MFAATTACK: side channel

physical token factors

PROS:

- easy to use

- availability

CONS: 

- cost and setup phase

- recent introduction (scarce support)

Google Titan Key

Full reconstruction of ECDSA secret key

after 6000 operations of NXP A7005a 

microcontroller.

Implementation choices are important too.
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REAL WORLD

MFAuser auth simple auth security of MFAATTACK: exhaustion

Use Context Aware Authentication, limiting

requests, etc.

MFA exhaustion: send multiple MFA 

requests to the victim’s device, it could 

accept inadvertently or as a result of fatigue
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REAL WORLD

MFAuser auth simple auth security of MFAATTACK: phishing

Can’t hide behind MFA when users are the vulnerability.

Training and education are of paramount importance.
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REAL WORLD

MFAuser auth simple auth security of MFAATTACK: SMS factors

SMS-based factors

PROS:

- software is relatively easy to create (w.r.t. apps)

- availability

CONS: 

- only online, NO offline

- SIM swap attack

- Signaling System 7 Vulnerability
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REAL WORLD

MFAuser auth simple auth security of MFAMFA in the wild

Location: good but tamperable

SMS: still strong despite vulnerabilities

Security key: very strong, but there

could be bias

Device prompt: users pay more 

attention
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REAL WORLD

MFAuser auth simple auth security of MFAMFA in the wild

https://2fa.directory/it/
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TAKE AWAYS 

1. Stronger is not better
▪ there are always trade-offs

▪ don’t forget availability

2. MFA is not invincible
▪ does not eliminate risk, but

decreases it

▪ does not protect everything

3. Educate
▪ all users must be aware of good 

and bad practices

▪ user input in design phase
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One MFA to rule them all, One MFA to find them,
One MFA to bring them all, and in Security bind them,
In the Land of Access where Users lie.

Only in ancient legends:
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leonardo.errati@studenti.unitn.it

Thank you for your attention.



SOURCES

Authentication and passwords:

• https://www.techtarget.com/searchsecurity/definition/user-authentication

• https://www.cnbc.com/2022/11/21/why-microsofts-hack-data-means-you-may-need-new-login-passwords.html

• https://iteo.com/blog/post/identity-protection-multi-factor-authentication/

• https://www.zdnet.com/article/password-hacking-attacks-are-on-the-rise-heres-how-to-stop-your-accounts-from-being-stolen/

MFA definition and implementation:

• ENISA Joint Publication - Enhanced Resilience (14 February 2022) & ENISA Threat Landscape 2022

• Microsoft Digital Defence Report 2022

• A method of risk assessment for Multi-Factor Authentication (Kim, Hong, 2011)

• A comprehensive study on multifactor authentication schemes (Abhishek, Roshan, Kimar, Ranjan, 2013)

• https://www.bromba.com/knowhow/BiometricFailureRates.htm

• https://conetrix.com/blog/the-challenges-of-multifactor-authentication

• https://pages.nist.gov/800-63-3/

• https://en.wikipedia.org/wiki/Universal_2nd_Factor

• https://en.wikipedia.org/wiki/FIDO2_Project

• https://www.scmagazine.com/perspective/identity-and-access/three-questions-to-ask-when-setting-up-mfa%EF%BF%BC

• https://conetrix.com/blog/the-challenges-of-multifactor-authentication
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SOURCES

Attacks part 1:

• Multi-Factor Authentication: a survey (Ometov et al., 2018)

• Vulnerabilities of Multi-Factor Authentication in modern computer networks (Tolbert, Hess, Nascimento, 2021)

• Poster: user awareness of phishing and WebAuthn (Tran, Amft, Wermke, 2022)

• A usability study for five Two-Factor Authentication methods (Reese et al., Symposium of usable privacy and security, 2019)

• The great authentication fatigue and how to overcome it (Sasse, Steves, Krol, Chisnell, 2014)

• How mandatory second factor affects the authentication user experience (Abbott, Patil, 2020)

• https://www.zdnet.com/article/new-side-channel-attack-can-recover-encryption-keys-from-google-titan-security-keys/

• https://arstechnica.com/information-technology/2021/01/hackers-can-clone-google-titan-2fa-keys-using-a-side-channel-in-nxp-chips/

• https://www.bleepingcomputer.com/news/security/uber-hacked-internal-systems-breached-and-vulnerability-reports-stolen/

• https://www.bleepingcomputer.com/news/security/mfa-fatigue-attacks-are-putting-your-organization-at-risk/
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SOURCES

Attacks part 2:

• https://www.helpnetsecurity.com/2022/12/08/secret-double-octopus-mfa/

• https://www.tenfold-security.com/en/mfa-fatigue/

• https://www.cisa.gov/uscert/ncas/alerts/aa22-074a

• https://www.spiceworks.com/it-security/identity-access-management/articles/5-ways-hackers-can-get-around-your-mfa-solution/

• https://thenextweb.com/news/google-data-shows-2-factor-authentication-blocks-100-of-automated-bot-hacks

• https://www.avanan.com/blog/mfa-man-in-the-middle-and-you

• https://blog.knowbe4.com/many-ways-to-hack-mfa

• https://www.knowbe4.com/hubfs/12+_Ways_to_Hack_Two-Factor_Authentication-1.pdf

• https://www.theguardian.com/technology/2016/apr/18/phone-number-hacker-read-texts-listen-calls-track-you
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