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The sender’s dilemma

Is this money node1’s?
It sure seems like node1…
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Cryptographic signature

«Only Paul knows his
private key»

«Anyone signing must have
done so with Paul’s private key»

Attack: derive the 
private key (total break)

Attack: sign without the 
private key (forgery)

Conclusion: «Only Paul could have
produced this signature… probably?»
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Ezratty, Olivier. (2023). Is there a Moore's law for quantum computing?
Tommaso Gagliardoni (2021), Quantum Attack Resource Estimate

LOGICAL QUBITSRSA

372RSA 2048

RSA 3072

RSA 7680

Yan et al. (2022), Factoring integers with sublinear resources on a superconducting quantum processor

Logical qubits are not
total qubits!
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Push for PQ-transition
«[..] quantum computers [..] break [..] cryptography, [..] the 
Biden-Harris Administration is preparing for [..] risks to
government and critical infrastructure»

«This [..] encourages [..] a coordinated [..] transition
among the different Member States and their public 

sectors [..] and critical infrastructures [..].»

«In order to [..] prepare for the security threats caused by 
quantum computers [..] we intend to select a quantum 
resistant algorithm through the KpqC Competition. »

White House Memorandum, Nov. 2022

Commission Recommendation, Apr. 2024

KPQC call for standardisation, Nov. 2021
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XRP turns PQ-resistant

computational effort*

memory effort*
CRYSTALS-
Dilithium

which parameters?which standards?

compatibility*



Joint projects

identifying promising PQ signatures

studying the efficiency of threshold signatures

more?



Joint projects

Thank you! Any questions?


