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Crites, Komlo, Maller



«LESS : Linear Equivalence Signature Scheme»
Baldi et al.
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RBG: A device or algorithm that outputs a sequence of binary bits that 
appears to be statistically independent and unbiased. 

Non-deterministic RBG: always has access to fresh entropy, its 
output bitstrings that have full entropy.
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The NIST SP 800-90 framework
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SP 800-90A: DRBG constructions

DRBGs are based on cryptographic primitives:
- HMAC
- Hash functions
- CTR-mode block ciphers

state

entropy source

extra inputs

Finite-state machine with interfaces:
- instantiate / uninstantiate
- generate
- reseed

bitstream

Security goals:
- backtracking resistance
- prediction resistance
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SP 800-90B: entropy sources

analog source digital noise

noise raw data

conditioning

health tests
error messages

Noise source:
- physical / non-physical
- protected 
- stationary distribution, ideally IID
- entropy estimate

Health tests:
- startup, restart, ... 
- continuous monitoring for catastrophic failures
- statistical tests

Must be validated by accredited laboratories.

entropy output
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Interlude: statistical tests



SP 800-22
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“TestU01: A C Library for Empirical Testing of Random Number Generators”. L’Ecuyer and Simard.
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𝐻1: 𝐻0 is false 
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Statistical tests:

ቊ
𝐻0: the successive outputs 𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑘  are IID random variables 𝑈{0,1}
𝐻1: 𝐻0 is false 

We build a test statistics 𝑌 and study its distribution.

𝑝 = 𝑃[𝑌 ≥ 𝑦 ∣ 𝐻0]

𝑌10010111 01011011 01100111...

“TestU01: A C Library for Empirical Testing of Random Number Generators”. L’Ecuyer and Simard.
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10010111 01011011 01100111... 𝑌

“TestU01: A C Library for Empirical Testing of Random Number Generators”. L’Ecuyer and Simard.
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NIST suite: 15 tests for different kinds of bias
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“TestU01: A C Library for Empirical Testing of Random Number Generators”. L’Ecuyer and Simard.
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NIST suite: 15 tests for different kinds of bias
- Frequency test

Under 𝐻0, CLT-approximation of 𝑌 = σ𝑖 𝑢𝑖
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NIST suite: 15 tests for different kinds of bias
- Frequency test

Under 𝐻0, CLT-approximation of 𝑌 = σ𝑖 𝑢𝑖

- Random excursion test
Transform 𝑢0, 𝑢1, 𝑢2, … , 𝑢𝑘 into a random walk on a graph
Under 𝐻0, the total visits to each state follow the discrete Markov distribution

10010111 01011011 01100111... 𝑌

“TestU01: A C Library for Empirical Testing of Random Number Generators”. L’Ecuyer and Simard.
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A joint effort
Physics:
- harness high-level quantum entropy
- ensuring stability & avoiding bias

Cryptography: 
- primitives for extraction & expansion
- security claims

Mathematics: 
- statistical validation
- min-entropy estimation

Systems engineering: 
- secure distribution in large scale infrastructures
- high availability 

(the case of INFN)



Thanks!
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